SPECTRACE: Automatically Auditing the MCP Tool
Servers Behind Al Agents for Protocol Compliance

Abstract—AI agents are increasingly integrated into real soft-
ware systems through the Model Context Protocol (MCP), an
emerging standard that lets an agent call external tools and read
data sources. Each tool is supplied by a separate MCP server.
Because anyone can publish one, these servers are largely third-
party code that runs with direct access to a user’s files, databases,
and shell. They are becoming critical infrastructure for agent-
based software, yet no one checks whether they actually obey
the protocol’s security rules. The negative impact of this gap
is already clear. A command-injection flaw in the official AWS
MCP server allowed remote code execution on the user’s host.
The irony is that the rules that would have caught these bugs
are written, in plain English, in the MCP specification, but plain
English cannot be run against code. We present SpecTrace, which
makes the specification automatically checkable. SpecTrace turns
each of MCP’s 30 server-side security rules into a machine-
checkable logic rule, and uses an LLM only for the narrow,
local job of reading a server’s source code into structured facts;
a logic engine then decides compliance and reports, for every
violation, the exact rule broken and the line of code that broke
it. We build a benchmark of 162 real MCP violations from bug-
fixing commits across 48 open-source projects. In our evaluation,
SpecTrace detects 55.6% of violations, against 29.0% for an LLM
given the same rules as context and 19.8% for an LLM with none.
Because compliance is decided by logic rather than prose, the
result is deterministic, explainable, and cheap enough to run on
every commit. We release the benchmark, the first of its kind,
to support further work on securing the Al-agent ecosystem.

I. INTRODUCTION

Software verification relies on machine-readable specifi-
cations that act as correctness oracles [1]. A compiler is
checked against a formal operational semantics [2]]; a protocol
implementation against a state-machine and packet-format
definition [3], [4]. Without an executable specification, a
verification framework cannot mechanically separate a correct
execution trace from an erroneous one.

Al agents are increasingly integrated into software systems
by executing external tools through the Model Context Pro-
tocol (MCP) [5]. Under this protocol, third-party developers
write MCP servers that expose local file systems, shell en-
vironments, and database interfaces directly to client agents.
These servers act with host system privileges, so they have
become critical infrastructure for agent-based software. Yet
the foundational verification principle of checking implemen-
tations against machine-readable specifications does not hold
here. The MCP security rules exist only as natural-language
prose, so the compliance of these privileged servers goes
unchecked in practice.

A recent vulnerability in the official AWS MCP server
(CVE-2025-5277) shows the consequence of unverified com-

pliance. The server exposed a tool to run command-line inter-
face tasks on behalf of the user. It did not validate the com-
mand arguments. An agent processing untrusted data could
propagate shell metacharacters to the host shell. The result
was remote code execution. The MCP specification dictates
that servers must validate all tool inputs. The vulnerability
occurred because developers had no mechanical way to check
their code against that requirement.

Existing testing techniques fail to verify compliance within
the MCP ecosystem. Dynamic debugging tools, such as the
official MCP Inspector [6], exercise tools against a run-
ning server instance. They evaluate only the execution paths
that concrete inputs trigger, leaving unexercised handlers
unchecked. Static analysis built on abstract syntax trees is
limited by syntactic heterogeneity. Input validation takes many
forms. For example, custom regular expressions, Pydantic
schemas, or manual conditional checks. Syntax-based analysis
cannot recognize the semantic property of input validation
across these forms. An LLM that audits code directly pro-
duces unstructured, nondeterministic verdicts that cannot yield
formal compliance proofs. None of these techniques checks a
server’s source code against the specification’s own rules.

Our insight is to separate semantic program abstraction from
symbolic compliance reasoning. By decoupling these tasks, we
can apply formal logic programming to check unconstrained
code against formalized protocol rules. We define an abstract
semantic domain. Specifically, a controlled vocabulary of logic
predicates. An LLM agent acts as a semantic interpreter that
translates diverse source code patterns into structured facts in
this vocabulary. A logic programming engine then evaluates
the formalized protocol rules over these facts. This separation
of concerns allows us to resolve syntactic variance while
preserving the rigor of symbolic verification.

We present SPECTRACE, an automated framework to audit
MCP server implementations for protocol compliance. To our
knowledge, SPECTRACE is the first system to check MCP
server source code against the specification’s normative rules.
The framework operates in three phases. First, SPECTRACE
autoformalizes the natural-language specification rules into
executable Prolog clauses. Second, a semantic interpreter,
implemented as an LLM-agent, analyzes the target server’s
source code to extract concrete ground facts into a fact base
conforming to a controlled vocabulary of abstract predicates.
Third, a logic engine evaluates the formalized rules against
those facts. When it derives a violation, it outputs a structured
proof certificate. The certificate identifies the violated rule, the
non-compliant code location, and the logical deduction steps.



We evaluate SPECTRACE on a curated benchmark of 162
confirmed MCP violations across 48 open-source repositories.
In our evaluation, SPECTRACE detects 55.6% of evaluated
violations, against 29.0% for a specification-augmented LLM
agent that receives the rules as prompt context. This is a gap
of 26.6 percentage points on identical specification knowledge.
A vanilla LLM agent, given no rules, detects 19.8%. SPEC-
TRACE runs in 15 seconds per project on average, at an API
cost of about $0.02. This latency and cost are low enough for
continuous-integration use.

We make the following contributions.

« Specification autoformalization. We introduce an auto-
mated methodology to translate natural-language specifica-
tion requirements into executable Prolog rules, which we use
to formalize the 30 server-side rules of the MCP standard.

o Framework design. We design and implement SPEC-
TRACE, a compliance auditing framework that combines
language-model fact extraction with logic-based evaluation.

« Violation benchmark. We construct and release a bench-
mark of 162 real-world MCP specification violations col-
lected from 48 open-source software repositories, to our
knowledge the first such dataset.

« Empirical evaluation. We demonstrate that SPECTRACE
detects 55.6% of evaluated violations, outperforming a
specification-augmented LLM agent (29.0%) and a vanilla
LLM agent (19.8%), while maintaining low average analysis
overhead (15 seconds and $0.02 per project).

The remainder of this paper is organized as follows. Sec-
tion |III| presents background and a motivating example of an
MCP specification violation. Section [[V| describes the three
phases of the SPECTRACE framework. Section [V| outlines
the categories of protocol violations supported by our tool.
Section details the implementation of our framework,
and Section evaluates its effectiveness and efficiency.
Section discusses threats to validity. Section [[X] surveys
related work, and Section [X] concludes the paper.

II. BACKGROUND

This section provides background on the Model Context
Protocol (MCP) and logic programming.

A. Model Context Protocol (MCP)

The Model Context Protocol (MCP) is an open standard that
defines how applications powered by large language models
(LLMs) exchange context with external data sources and
tools [7]. shows the MCP architecture. The protocol
follows a client-server design with three distinct roles, which
we describe below.

a) MCP Host: The host is the user-facing application
that orchestrates interactions. Examples of hosts include IDEs
(e.g., Cursor, VS Code), chat interfaces (e.g., Claude Desktop),
or command-line developer tools. A single host process creates
and manages one or more MCP clients. Each client handles
communication with a specific server connection.

MCP Host

!

MCP Client
I JSON-RPC
(stdio / HTTP)
MCP Server

Tools Resources =~ Prompts

Data / services

Fig. 1: MCP architecture. An MCP host (e.g., Claude Desktop,
Cursor) contains an MCP client that maintains a one-to-one
JSON-RPC connection (over stdio or Streamable HTTP)
with an MCP server. Each server exposes three capability
types: tools, resources, and prompts.

b) MCP Client: Each client maintains a stateful, one-to-
one session with an MCP server. Under the protocol, the host
process does not communicate with servers directly. Instead,
it delegates connection management to the client. The client
sends JSON-RPC 2.0 requests over one of two standard trans-
ports. Under the stdio transport, the host spawns the server
as a child process and exchanges newline-delimited JSON on
standard input and output. Under the Streamable HTTP
transport, the server exposes a single HTTP endpoint that
accepts POST requests and upgrades to Server-Sent Events
for streaming responses.

c¢) MCP Server: Each server exposes up to three cate-
gories of capabilities to its client. For example, a filesystem
server might expose a tool to write files, while a database
server might expose resources containing database schema
definitions. Specifically, these capabilities include tools, re-
sources, and prompts. Tools are model-callable functions that
let the LLM perform actions such as querying a database or
calling an API. Resources are read-only data endpoints (e.g.,
files, database records, live system logs) that the host can
read on behalf of the user. Prompts are reusable, templated
interaction patterns that guide the LLM with pre-authored
instructions and context.

d) Normative Specification Rules: The specification uses
RFC 2119 keywords (MUST, SHOULD, MAY) to define
normative requirements for both client and server implementa-
tions. Client-side rules govern behaviors such as user consent
dialogs and credential handling. These rules are implemented
by the developers of the host applications and official client
SDKs. In contrast, server-side rules must be satisfied by third-
party developers writing custom servers. As anyone can write
an MCP server, and because these servers execute with access
to local system resources, server-side compliance is critical.
For example, a server that supports tools must declare the
tools capability during initialization, and tool input schemas
must be valid JSON Schema objects. SDK frameworks such as
FastMCP [8] automate some of these requirements. However,



many normative rules remain the developers’ responsibility.

B. Logic Programming and Prolog

SPECTRACE encodes specification rules as a logic program,
so we briefly review it here. Logic programming is a declar-
ative paradigm where computation is expressed as relations
between entities. A logic program consists of a set of facts
and rules from which a query engine deduces new logical con-
clusions. Prolog is a widely used logic programming language
built on this model [9]. A fact asserts a relationship or property,
such as stating that a specific function is a tool handler. A
rule defines a conditional relationship in the form Head :-
Body, meaning the head relation holds if all conditions in the
body hold. For example, a rule can specify that a violation
occurs if a capability is required but not declared. Finally,
a query asks whether a specific relation holds, which the
Prolog engine resolves by searching the facts and rules to find
satisfying variable assignments.

Logic programming is well-suited for verifying protocol
compliance. First, logic rules are declarative, which allows
normative specifications to be represented directly in code.
Second, logic execution is deterministic, ensuring that the
same facts always yield the identical set of findings. Third,
the deduction process generates an explicit proof path that
links derived conclusions back to the initial facts.

III. MOTIVATION
A. A Real-World Failure of MCP Specification Compliance

LLM-based coding agents increasingly interact with produc-
tion systems by executing external tools. The Model Context
Protocol (MCP) has emerged as the open standard for exposing
local capabilities, such as filesystems, shell execution, or cloud
APIs, to these agents via standard JSON-RPC handlers [3].
An MCP server is a third-party process that exposes three
kinds of capability: fools (model-callable functions, such as
running a shell command), resources (read-only data end-
points), and prompts (templated interactions). Because anyone
can publish a server, and because servers run with direct
access to local files, shells, and databases, each server is a
security boundary. The specification states server obligations
using RFC 2119 keywords (MUST, SHOULD, MAY) [10]:
a server that exposes tools, for instance, MUST declare the
tools capability and validate all tool inputs. These server-
side rules are the third-party developer’s responsibility, and
SDKs such as FastMCP [8]] automate only some of them.
While this protocol enables agents to take real-world actions, it
introduces severe security risks when a server implementation
fails to follow MCP specifications.

B. A Real-World Failure

A real-world vulnerability in aws-mcp-server (CVE-
2025-5277) illustrates this risk [[L1], [12]. This server exposes
the tool aws_cli_pipeline, allowing an agent to run
AWS commands on behalf of a user. The tool accepts a com-
mand string from the agent and pipes it to system utilities (e.g.,
jg or grep). Under the hood, the server passed this command

string directly to a system shell. Because the command was not
validated, it allowed an attacker to inject shell metacharacters.

This flaw exposes a threat model in which the victim is the
end-user running the agent. The agent is tasked with inspecting
an untrusted source, such as a poisoned S3 bucket or a public
repository containing malicious files. It reads the untrusted
data and translates it directly into arguments for a tool call. The
input contains shell metacharacters and command separators
(e.g., ;, |, or &&) appended to a standard command parameter.
The agent processes this input and propagates the payload
into the MCP request parameters. The server, relying on the
inadequate validation logic in cli_executor.py, fails to
detect these separators and executes the entire string in the host
system shell. The attack bypasses the agent’s intent, resulting
in arbitrary Remote Code Execution (RCE) with the privileges
of the server process and exposing sensitive cloud credentials.

The MCP specification explicitly mandates that servers
MUST validate all tool inputs [5]], [10]. Yet, CVE-2025-5277
arose because this requirement went unverified. Furthermore,
an automated tool to detect such issues does not exist. Figure 2]
contrasts the unverified execution that led to this vulnerability
with the verification pipeline provided by SPECTRACE.

As shown in Figure [2] (left), the prose specification (“vali-
date all inputs”) has no operational connection to the Python
implementation. The developer implemented the handler in
handler.py but omitted validation, and the untrusted pay-
load reached the subprocess shell directly. On the right,
SPECTRACE bridges this gap. First, it autoformalizes the
specification rule into executable Prolog clauses. Second, it
abstracts the Python code into a high-level fact base, and
runs a symbolic solver to deduce the violation and produce
a verifiable proof certificate.

C. Observations

We draw three observations that motivate the design of
SPECTRACE.

a) Observation 1 [Prose specifications lack an executable
form]: The obligation to validate tool inputs exists only as
prose in the specification. RFC 2119 keywords state require-
ments but carry no machine-executable representation, so no
framework can mechanically check them. Compliance is left
to manual review, which is error-prone and does not scale.

b) Observation 2 [Semantic abstractions are hard to
build]: Compliance constraints govern semantic behaviors,
such as input validation, authorization bounds, and transport
discipline, rather than syntactic patterns. Traditional tools,
such as AST pattern matchers and CFG taint analyzers, reason
over syntactic signatures. They miss these properties when de-
velopers implement them through custom conditionals, valida-
tion libraries (e.g., Pydantic), or third-party wrappers, leaving
a semantic gap.

c) Observation 3 [Audits require verifiable proof certifi-
cates]: A trustworthy audit must yield deterministic, auditable
verdicts. A pure LLM agent can spot missing checks, but
it reasons heuristically. A verdict cannot be trusted unless a



Without compliance auditing

Prose Specification (RFC 2119)
“The server MUST validate all tool inputs.”
Manual interpretation gap
(No executable logic)
Vulnerable Implementation (handler.py)

def aws_cli_pipeline (cmd) :
# Executed directly without validation
subprocess.run(cmd, shell=True)

Untrusted input injection
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Malicious input executes shell commands.
Victim host compromised; credentials stolen.

With SPECTRACE

Phase 1: Executable Logic Specification
violation (R277, X, loc(File,
evidence (X, _, File, Line),
\+ tool_input_validated (X) .

Line)) :—

Phase 2: Abstract Semantic Domain

evidence (aws_cli_pipeline, 42) .

o

% tool_input_validated(...)

tool, ’"handler.py’,
is omitted
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Phase 3: Verifiable Proof Certificate
Judgment: violation (R277, aws_cli_pipeline,
loc ("handler.py’, 42))

Trace: handler.py line 42 violates input validation.

Fig. 2: Contrasting manual compliance checking with SPECTRACE. Left: The prose specification is disconnected from the
implementation; without automated verification, manual interpretation errors lead to command injection (CVE-2025-5277),
letting untrusted input compromise the host running the agent. Right: SPECTRACE compiles the spec into executable logic
(Phase 1), abstracts the Python codebase into high-level protocol facts via an LLM semantic parser (Phase 2), and runs a logic
engine to deduce compliance and generate a traceable proof certificate (Phase 3).

formal proof certificate links each rule to the concrete code
evidence.

D. Key Ideas

From these observations, we derive three key ideas that
guide the design of SPECTRACE.

a) Key Idea 1 [Executable Declarative Specifications]:
We compile the natural-language specification rules into ex-
ecutable Prolog clauses. Natural-language specification prose
lacks a formal representation, which prevents automated com-
pliance checking. By translating each RFC 2119 requirement
into a Prolog clause, we obtain an executable logical represen-
tation of the specification. These logic rules define the formal
relations that must hold for compliance, enabling a reasoning
engine to evaluate specification requirements directly against
program facts.

b) Key Idea 2 [Semantic Abstraction with Fact Con-
tracts]: We bridge the semantic gap by defining a controlled
vocabulary of abstract predicates (e.g., a location provenance
predicate and behavioral attributes like tool input validation).
The vocabulary is constructed incrementally during rule com-
pilation, with a namespace gate that prevents open-vocabulary
drift. To audit a target codebase, we mechanically derive a
fact contract that defines the exact set of predicates the fact
extractor is authorized to query. We then employ an LLM
agent as a semantic interpreter. Constrained by the fact contract
to prevent open-vocabulary hallucination, the agent evaluates
the program’s source code and emits concrete ground facts
into a fact base.

c) Key Idea 3 [Deductive Logic Reasoning and Proof
Certificates]: We decouple semantic perception from logical
compliance checking. We feed the agent-extracted facts and

the autoformalized Prolog clauses into a deterministic logic
engine. Instead of relying on an LLM to perform logical
reasoning, which is fragile and non-reproducible, the Prolog
engine evaluates the clauses over the facts to deduce compli-
ance verdicts. When a violation is derived, the solver generates
a formal proof certificate, which is a structured trace linking
the specification rule directly to the concrete file paths and
line numbers of the code. This ensures all judgments are
reproducible, auditable, and mechanically verifiable.

IV. SPECTRACE APPROACH

This section presents SPECTRACE, an auditor that decides
whether an MCP server complies with the protocol’s normative
rules. Figure [3] illustrates the overall architecture of SPEC-
TRACE. It formalizes the specification’s rules into executable
logic (D), abstracts a server’s source code into typed behav-
ioral facts ((2)), and joins the two with a deterministic reasoner
that generates traceable findings (). The first step runs once
for the specification; the other two run per server under audit.

A. Preliminaries: Logic Programming

SPECTRACE encodes specification rules as a logic program,
which we briefly review. In Prolog, a fact asserts a property
(e.g., that a function is a tool handler), a rule of the form
Head :- Body holds when its body holds, and a guery asks
whether a relation is derivable [9)]. We adopt this model for
three reasons. It is declarative, so each normative rule maps
directly to a clause. It is deterministic, so the same facts always
yield the same findings. Its deduction produces an explicit
proof path from every verdict back to the facts that caused it.
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Fig. 3: Overview of SPECTRACE.

B. Problem Formulation

We define the formal concepts and notations used to model
the compliance auditing process.

Definition 1 (MCP Server). An Model Context Protocol
(MCP) server S is a software exposing a set of handler
functions (subjects) Sub(S) = {s1,82,...,8,}, where each
subject s € Sub(S) implements a specific capability endpoint
(e.g., a prompt, resource, or tool).

Definition 2 (Normative Rule). A normative rule r € R is a
requirement in the MCP specification that governs a capability
using standard deontic operators (e.g., MUST, MUST NOT,
SHOULD,).

Definition 3 (Subject Governance). A subject s € Sub(S) is
governed by a normative rule v € R if the capability category
of s matches the primitive type of r. We denote this governance
relation as gov(r, s).

Definition 4 (Judgment). A judgment J(r,s) € J is a
compliance verdict assigned to a governed pair (r,s), where
the set of possible verdicts is: J = {violated, unknown}.

Definition 5 (Proof Trace). A proof trace P(J(r,s)) is a
structured certificate that maps a judgment J(r, s) = violated
to the rule r evaluated, the subject s under audit, and
the logical derivation path over ground facts ® containing
concrete source-code locations.

To anchor abstract logical concepts to physical locations
in the target codebase, we introduce a special provenance
relation: evidence(s, K, F, L) € ®, where s € Sub(S) is the
subject under audit, K is its capability kind (e.g., tool or
prompt), and F' and L represent the file path and line number
of the subject’s registration or definition.

Definition 6 (MCP Compliance Audit Problem). Given a
target MCP server S, a set of natural-language normative
rules R, an autoformalization compiler F, and a semantic
fact extractor E:
1) Let M(R) = {F(r) | r € R} be a logic program of
executable Prolog clauses formalizing the rules over a
controlled vocabulary V.

2) Let ® = £(S) be the fact base of ground atoms over V
extracted from the codebase of S, including the prove-
nance facts.

3) A subject s € Sub(S) is non-compliant with respect to
rule v € R (where gov(r,s) holds) if and only if:

® U M(R) + violation(r, s, loc(F, L))

corresponding to the judgment J(r,s) = violated.

The MCP compliance audit problem is to compute the compli-
ance judgment J(r,s) € J for all (r,s) satisfying gov(r,s),
and to construct a proof trace P(J(r,s)) for each violation.

We identify two core technical challenges in auditing proto-
col compliance. First, natural-language specifications must be
compiled into executable rules without introducing semantic
drift or disjoint, open-vocabulary predicates. Second, while
verifying concrete implementations requires projecting the
infinite program state space into a finite abstract domain,
constructing this abstraction is inherently difficult. Traditional
static analysis techniques rely on structural or control-flow
signatures, which cannot reliably identify high-level seman-
tic properties (e.g., input validation safety or authorization
bounds) that developers implement through diverse control
paths, custom wrappers, or third-party libraries. Auditing must
therefore bridge this semantic gap, mapping the concrete
execution patterns to an abstract predicate domain.

C. Specification to Logic Program

In this phase, we translate the natural-language normative
rules of the protocol specification into executable logic con-
straints. Manual formalization of protocol specifications is
labor-intensive and requires deep formal methods expertise,
which restricts the scalability of verification tools. To address
this limitation, we design an automated rule compiler that
translates prose rules into declarative Horn clauses. However,
for the generated constraints to be evaluable, they must in-
terface with program observations over a unified boundary.
If the compiler formalizes each rule in isolation, it generates
disjoint, open-vocabulary predicates that prevent downstream
logical deduction.



To resolve this challenge, the compiler translates rules over
a shared controlled vocabulary V' that is constructed incre-
mentally during compilation. We seed V with a preliminary
set of unary predicates representing protocol-specific boolean
properties of capability handlers. When a rule r € R requires
a predicate not yet in V, the translator proposes new unary
predicate signatures A). We enforce an automated namespace
gate G on each proposal:

G(AV) ={p/1 € AV | ns(p) =kind(r) Ap ¢ V}

where ns(p) is the capability namespace prefix of the pred-
icate (e.g., ‘tool_° for tool rules), and kind(r) is the rule’s
primitive capability type. Accepted proposals are merged into
V, ensuring that every predicate is namespace-consistent and
non-redundant. This gate prevents the compiler from introduc-
ing disjoint, open-vocabulary predicates that would fragment
downstream deduction.

in Phase 1. This boundary prevents the extractor agent from
emitting open-vocabulary facts or hallucinated predicates.

For each subject s € Sub(S) discovered in the server
code, the extractor performs semantic code inspection to check
whether the semantic property represented by a predicate
p € C holds. If the agent verifies the property, it emits a
positive ground fact: p(s) € ®. Additionally, the extractor
registers the location of the subject by emitting a provenance
fact: evidence(s, K, F,L) € ®, where K is the capability
kind, F' is the file path, and L is the line number. If the
property p(s) is not satisfied, the fact is omitted from @,
adhering to negation-by-omission.

a) Running Example: Consider an MCP server imple-

menting a tool calculate_bmi in server.py at line 9:

@server.tool ()

> async def calculate_bmi (weight_kg: float,
height_m: float) -> str:
bmi = weight_kg / (height_m *x% 2)

Once the final logic program M(R) is successfully vali- >

dated over V, the compiler mechanically derives a Fact Con-
tract C C V containing the exact predicates referenced in the
bodies of the clauses. The corresponding dynamic predicate
directives (‘:- dynamic p/1.”) are automatically generated and
prepended to the rule base to form rules.pl.

a) Running Example: Consider Rule Rs77 ("Servers
MUST: Validate all tool inputs"). The vocabulary contains the
predicate tool_input_validated/1 € V. Because Ra77 is
an obligation, the compiler formalizes it as a violation clause
using negation-as-failure:

evidence(X,_, F, L) A —tool_input_validated(X)

In Prolog, the rule translator outputs this as the following
declarative clause:
violation(R277, X, loc(File, Line)) :-

evidence (X, _, File, Line),
\+ tool_input_validated (X) .

D. Extracting Abstract Behavioral Facts

In this phase, we abstract the raw target server source code
into a knowledge base of grounded behavioral facts. Whole-
program verification of concrete implementations is undecid-
able due to infinite state spaces and complex environment
interactions. To make verification tractable, static analysis
must project the concrete program state space into a finite set
of abstract predicates. However, automatically extracting these
abstract predicates is difficult because they represent high-
level semantic behaviors rather than rigid syntactic patterns.
Conventional static checkers struggle to verify protocol re-
quirements, such as input validation or access control, because
these properties can be implemented through diverse syntactic
constructs, wrapper functions, or third-party libraries.

To overcome this semantic gap, we decouple program
observation from syntactic structure. We frame fact extraction
as a semantic observation process, using an LLM agent as a
semantic interpreter that maps raw source code to the abstract
predicate domain. Crucially, the extraction process & is pull-
driven and strictly bounded by the Fact Contract C generated

4

return str (bmi)

During repository traversal, the extractor agent identifies
calculate_bmi as a tool subject. It registers its location by
emitting:

evidence (calculate_bmi, tool, ’server.py’, 9).

The agent then evaluates whether the input parameters
weight_kg and height_m are validated before execution.
Since the division uses height_m directly without check-
ing if it is positive or non-zero, the validation property
is unsatisfied. As a result, the extractor does not emit
tool_input_validated (calculate_bmi) to the fact base ®.

E. Deductive Compliance Auditing with Proof Traces

In this phase, we evaluate the compliance of the target
server by querying a logic engine over the formalized rules
and extracted facts. We formalize the compliance check as a
query over a deductive knowledge base. This design separates
semantic program abstraction from the evaluation of logical
specifications.

Let M(R) be the logic program representing the specifi-
cation rules, and let ® be the extracted fact base. To identify
protocol non-compliance, we query the logic engine for the
violation relation: ® U M(R) + violation(r, s,loc(f,1)),
where r € R is a rule identifier, s € Sub(S) is the non-
compliant subject, and f and [ represent the file name and
line number of the violation.

The engine resolves the query deterministically using back-
ward chaining in a Prolog-style environment. If the query
succeeds with a satisfying assignment, the engine outputs the
judgment J(r,s) = violated. For each violation, the engine
constructs a structured proof trace P(J(r,s)) corresponding
to the logical derivation path that satisfies the query. The proof
trace compiles a derivation tree:

D={¢1,¢2,...} TP

consisting of the ground facts that triggered the violation
clause. The engine maps the logical derivation directly to the



source code evidence using the provenance relation. By using
a deterministic logic engine, we ensure that the audit process
is reproducible and that every violation verdict is accompanied
by a checkable proof chain.

a) Running Example: To audit the tool input validation
rule, the reasoning engine queries the violation relation:

?— violation(R277, X, loc(File, Line)).

The Prolog engine resolves this query using backward chain-
ing:

1) It evaluates the first subgoal of the rule, match-
ing evidence (calculate_bmi, tool, ’'server.py’, 9)
in the fact base ®. This binds the variables: X =
calculate_bmi, File = 'server.py’, and Line = 9.

2) It then evaluates the negative subgoal \+
tool_input_validated(calculate_bmi).

3) Because the fact tool_input_validated(calculate_bmi)
is absent from @, the negation-as-failure operator
succeeds.

4) The query succeeds, yielding
J(Ra77,calculate_bmi) = violated.

the  judgment
The engine outputs a structured proof trace certificate mapping
the violation of Ry77 on subject calculate_bmi directly to line
9 of server.py, providing the developer with clear, traceable
compliance diagnostics.

V. SUPPORTED MCP VIOLATIONS

We focus our analysis on server-side rules because they
represent the primary security boundary of the protocol. Host
applications and client SDKs are developed centrally by plat-
form vendors (such as Claude Code, Cursor, or OpenAl). In
contrast, MCP servers are written by a decentralized com-
munity of third-party developers. These servers execute with
direct access to local system resources, such as filesystems and
databases. Thus, server-side compliance is critical to prevent
security vulnerabilities and connection failures.

To that end, we collected the 30 server-side compliance
rules, including security-relevant rules, defined in the MCP
specification. We organize the supported rules along two
dimensions. The first is the MCP protocol area to which
a rule belongs: transport, tools, resources, or prompts. This
dimension follows the structure of the MCP specification and
is used to report coverage across protocol components. These
rules cover standard server capabilities (tools, resources, and
prompts) along with the underlying transport protocol. We
group these rules into four protocol groups, represented with
identifiers G1 through G4. We describe each group below and
summarize the full set of rules in our replication package [[13l].

¢ G1: Transport. Transport rules govern how servers ex-
change JSON-RPC messages with clients over stdio and
Streamable HTTP channels. For example, the specifica-
tion prohibits servers from writing non-MCP content to
stdout, requires validation of the Origin header on
HTTP connections to prevent DNS rebinding, and restricts
session identifiers to visible ASCII characters.

e G2: Tools. Tool rules govern how servers register and
expose callable functions. For example, servers must declare
the too1s capability, provide a valid JSON Schema for every
tool’s input, validate tool inputs, and sanitize tool outputs.

« G3: Resources. Resource rules govern how servers expose
readable data endpoints. For example, servers must declare
the resources capability, validate all resource URIs, and
properly encode binary data.

e G4: Prompts. Prompt rules govern how servers define
templated interaction patterns. For example, servers must
declare the prompt s capability, base64-encode image and
audio content with a valid MIME type, and validate prompt
inputs and outputs to prevent injection attacks.

VI. IMPLEMENTATION

SPECTRACE is implemented in Python. The baselines and
parts of the SPECTRACE agent are built on top of swe-
agent [14]. An off-the-shelf Prolog engine [[15] serves as the
logic backend, evaluating the formalized rules against the ex-
tracted fact base. We used cpT-5. 4 for both rule formalization
and fact extraction.

VII. EMPIRICAL EVALUATION

We address the following research questions to evaluate
SPECTRACE.

e RQ1 (Effectiveness): How effective is SPECTRACE in
detecting protocol violations in agent tool (MCP) imple-
mentations compared to baselines?

« RQ2 (Stratification Analysis): Does detection effectiveness
vary across MCP protocol groups, and what does that
variation reveal about SPECTRACE and the baselines?

« RQ3 (Efficiency): How does SPECTRACE compare to the
baseline in terms of analysis time?

A. Dataset of MCP Violations

To evaluate SPECTRACE and compare it to baseline ap-
proaches, we collected MCP-related bug-fixing commits from
open-source GitHub repositories. We followed methodologies
established by prior work on deep learning bug studies [16],
[17] and adapted them to the MCP ecosystem. Our collection
process consists of the following:

Step 1: Repository discovery. We searched GitHub using the
query topic:mcp language:python to capture MCP
implementations.

Step 2: Filtering. We removed repositories that (a) had no
open issues (inactive), (b) contained fewer than 100 commits
(trivial history), or (c¢) had fewer than 10 stars and fewer
than 10 forks (insufficient community adoption). This step is
adopted from prior work [17] because it has been shown to
retain only mature, actively maintained projects. Furthermore,
it also reduces the risk of including toy or abandoned imple-
mentations. After filtering, 79 repositories remained.

Step 3: Bug-fixing commit mining. We mined the commit
history of each remaining repository for commits whose mes-
sages match bug-fixing keywords (i.e., “fix” and “bug”). This
step yielded 6,906 candidate commits across 79 repositories.



To identify violations related to the MCP rule groups
defined in [section V] (transport, tools, resources, and prompts),
we first employed an LLM to filter out candidate commits
that did not contain protocol violations. This step yielded
202 candidate commits. This pre-filtering step is justified by
prior empirical evidence validating the use of LLMs to reduce
manual software engineering artifact annotation overhead [[18]].
Two authors then manually audited the remaining candidate
commits. We retained only commits that modify Python source
files using the python-sdk or fastmcp library. During the
manual review, we discarded 40 commits because they either
belonged to repositories without a working URL required to
clone and run the codebase, or bug-fixing commits not sup-
ported by our approach. This process produced a benchmark
of 162 confirmed MCP violations across 48 repositories.

To evaluate the reliability of our manual annotation, the
two authors independently labeled a random subset of 20% of
the candidate commits. This validation process was conducted
over three iterations, yielding Cohen’s kappa coefficients
of 0.76, 0.60, and 0.67, indicating moderate to substantial
agreement. Disagreements were resolved through consensus
discussions after each iteration. Finally, the remaining 80%
of the dataset was partitioned and annotated individually. For
each confirmed violation, we recorded the violated rule and
its rule group. To the best of our knowledge, this is the first
curated dataset of real-world violations of MCP specifications.

B. Experimental Setup

a) Baseline: We compare SPECTRACE against two
LLM-based baselines that represent the naive and best-effort
points in the design space of specification-aware code auditing.

Vanilla Agent is an end-to-end LLM auditor that receives
only the target server’s source code and a task prompt asking it
to identify MCP protocol violations. It is given no specification
text, no predefined rule set, and no vocabulary contract.
This baseline isolates the contribution of explicit specification
grounding: any violation the vanilla agent detects must be
recalled from the model’s parametric knowledge of MCP
rather than derived from the authoritative rule text. We use the
same backbone model as that used in SPECTRACE (GPT-5.4)
to hold model capacity constant.

Spec-Augmented Agent is an end-to-end LLM auditor that
receives the full MCP specification document prepended to
its context window, together with the target server’s source
code. It has access to the same normative rules as SPECTRACE
but lacks the structured decomposition into a shared vocabu-
lary, formalized logic clauses, and a deterministic reasoning
backend. The agent is prompted to read the specification,
identify applicable rules, inspect the source code, and report
violations along with the relevant file and line number. This
baseline measures the contribution of SPECTRACE’s symbolic
architecture. In particular, it tests the hypothesis that the sepa-
ration of semantic fact extraction from deterministic deductive
reasoning over the shared observation vocabulary V improves
effectiveness and efficiency.

b) Agent Configurations: To ensure a fair evaluation
and isolate the effects of our proposed deductive compliance
architecture, we maintain strict experimental controls across
all evaluated configurations (Vanilla Agent, Spec-Augmented
Agent, and SPECTRACE’s Phase (I) and (2) agents):

« Model and Hyperparameters: All configurations utilize
the same underlying foundation model (cpT-5. 4) configured
with a temperature of 0.0.

« Execution Constraints: The agents share the same maxi-
mum step limit of 50 steps and a cost budget of $0.50 per
invocation, executing under identical environment timeout
parameters. These thresholds represent conservative safety
ceilings established through empirical validation during pi-
lot runs. They thus serve as a conservative upper bound,
ensuring that no evaluation is prematurely truncated due to
resource limits.

« Repository Access: Each agent is granted the same read-
only access to the target repository workspace, allowing
traversal of the source directory tree.

e Output Schema and Task Alignment: Although the
prompts differ in operational instructions (since the base-
lines detect compliance violations end-to-end, while SPEC-
TRACE’s agent focuses on formalization and local semantic
fact extraction), all configurations are aligned to the common
task of auditing the codebase for protocol violations. To
ensure a fair comparison, all evaluations are constrained to
the same structured output schema, mapping compliance
issues to rule identifiers, target files, line numbers, and
reasoning explanation strings.

c) Metrics: We measure three quantities. Recall is
the fraction of benchmark violations that the tool detects:
Recall = TP/(TP + FN), where a prediction counts as a
true positive only when the agent both flags a violation and
localizes it to the correct file.

Rule EM measures whether the predicted rule exactly
matches the ground-truth rule violated at the flagged file:

{i eTP:7r; = ri}|
TP
Group EM measures whether the predicted MCP protocol

group (i.e., transport, tools, resources or prompts) exactly
matches the ground-truth group:

|{Z e TP : /g\i = gz}|
TP

RuleEM = |

GroupEM =

C. RQI: Effectiveness

Experimental Setup. We compare the three approaches: the
Vanilla Agent, the Spec-Augmented Agent, and SPECTRACE.

TABLE I: Effectiveness of MCP violation detection.

Metric Vanilla  Spec-Augmented SpecTrace
Agent Agent

Recall 19.8% 29.0% 55.6%

Rule EM — 42.5% 62.2%

Group EM  62.5% 68.1% 100.0%




Results. Table [[] reports violation detection effectiveness
across the evaluated approaches. The three-way compari-
son isolates the contribution of formalization from that of
specification knowledge. Both the Spec-Augmented Agent
and SPECTRACE have access to the same normative rules.
They differ only in how they reason over them. The Spec-
Augmented Agent injects the rules as prompt context and
reasons in natural language, whereas SPECTRACE compiles
them into executable Prolog clauses and evaluates them deter-
ministically over structured facts.

The Vanilla Agent, operating solely on parametric knowl-
edge without any specification text, achieves 19.8% recall.
The Spec-Augmented Agent raises recall to 29.0%, a 9.2-
percentage-point gain that quantifies the effect of explicit
specification grounding. SPECTRACE achieves 55.6% recall, a
further 26.6-percentage-point gain over the Spec-Augmented
Agent. Because both the baseline and our approach operate
on identical normative rules, this gap is attributable entirely
to the reasoning architecture. In particular, autoformalization
into executable Horn clauses and deductive evaluation over
a shared vocabulary V, as described in our approach. By
constraining the LLM to the narrow task of emitting structured
facts under a fact contract, and delegating compliance evalu-
ation to the Prolog engine, SPECTRACE avoids the attention-
window saturation and heuristic failures that cause monolithic
neural reasoning to miss violations in long handlers.

The difference in reasoning architecture is also visible in
attribution accuracy. For group-level attribution, SPECTRACE
achieves 100% Group EM, compared to 68.1% for the Spec-
Augmented Agent and 62.5% for the Vanilla Agent. This result
occurs because each formalized Prolog rule is mapped to its
respective protocol group during rule compilation, allowing
group membership to be determined by construction. Sim-
ilarly, Rule EM rises from 42.5% for the Spec-Augmented
Agent to 62.2% for SPECTRACE. The 19.7-percentage-point
difference within true positives indicates that when the Spec-
Augmented Agent does detect a violation, it frequently mis-
attributes it to an unrelated specification clause, whereas
SPECTRACE’s symbolic engine traces each violation back to
the exact clause that triggered it.

Finding 1: Decoupling semantic fact extraction from de-
terministic reasoning improves violation detection recall to
55.6% and enhances attribution accuracy, demonstrating the
effectiveness of hybrid neuro-symbolic compliance verifica-
tion over purely neural baselines.

D. RQ2: Stratification Analysis

Experimental Setup. To answer this research question, we
stratify the benchmark violations by MCP protocol group and
measure per-group recall across the three approaches from
RQI1. The benchmark spans four groups: Transport Protocol
(62 instances), Tools Protocol (50 instances), Resources Pro-
tocol (41 instances), and Prompts Protocol (9 instances). Strat-
ification reveals whether the aggregate recall gains reported in

RQI are uniform or concentrated, and whether certain protocol
concerns systematically resist neural detection.

TABLE II: Per-group recall across the evaluated approaches.

Protocol Group n  Vanilla Spec-Augmented SpecTrace
Transport Protocol 62 27.4% 45.9% 71.0%
Tools Protocol 50 22.0% 18.8% 52.0%
Resources Protocol 41 12.2% 19.5% 31.7%
Prompts Protocol 9 0.0% 22.2% 55.6%

Results. Table [II] shows that SPECTRACE consistently out-
performs both baselines across all protocol groups, with par-
ticularly pronounced gains in Transport and Tools. The com-
parison across layers highlights a key weakness in pure neural
auditing. In Tools, injecting specification rules as text in the
Spec-Augmented Agent actually degrades recall compared to
the Vanilla Agent. This degradation indicates a key challenge
in end-to-end neural verification. In particular, when rules
require checking multiple distributed conditions, requiring a
single-pass model to locate relevant program elements and
evaluate those conditions simultaneously can hinder detection
performance. SPECTRACE resolves this by decoupling seman-
tic fact extraction from logical verification.

The core intuition behind SPECTRACE’s superior perfor-
mance is its separation of concerns, which shifts multi-
conditional checks from a probabilistic language model to a
deterministic logic engine. The model is only tasked with ex-
tracting local program observations as ground facts, while Pro-
log handles composition and verification. However, this logic-
based auditing faces two distinct challenges. First, a deduc-
tive mismatch occurs when developer implementation styles
diverge from the formal protocol specification M(R). In the
MCP specification, resources and tools are distinct capabilities
with separate predicates in the controlled vocabulary V(e.g.,
resource_uri_validated(X) vs. tool_input_validated(X)).
In practice, we observe that developers routinely implement
file-access and path resolution as standard MCP tools (using
the @mcp.tool () decorator) rather than MCP resources.
Consequently, the extractor £ identifies the subject X &
Sub(S) as a tool and asserts tool_input_validated(X),
omitting resource_uri_validated(X). Under the negation-
as-failure (NAF) rule for resource URI validation:

violation(R203, X, loc(F, L)) «
evidence(X, G, F, L) A —resource_uri_validated(X)

the logic engine derives a violation even when the tool
validates the resource path, because the Prolog database lacks
the cross-protocol rules to unify these namespaces.

Second, an observational gap arises from modular indi-
rection. In many servers, subject registrations (representing
tools, resources, or prompts) occur at entry points (e.g.,
server.py), while their actual implementations reside in
separate handler modules (e.g., utils/loader.py). Be-
cause the fact extraction interpreter £ processes files in isola-
tion, it fails to resolve inter-procedural bindings across files.



Consequently, the extractor cannot link the verification facts
in handler files to the subject registration in the entry file,
preventing the logic engine from proving compliance at the
correct provenance file path. Closing this observational gap
requires extending fact extraction to trace inter-procedural
bindings across modular boundaries.

Finding 2: SPECTRACE outperforms both neural base-
lines across all four protocol groups. Notably, injecting
specification text into the LLM can degrade recall on
multi-conditional rules, whereas symbolic evaluation over
extracted facts performs better compared to baselines.

E. RQ3: Efficiency

Experimental Setup. We evaluate the execution efficiency
and resource consumption of the three approaches by mea-
suring: (1) wall-clock execution time (averaged over five runs
to mitigate network and API latency variance), (2) API token
usage (both input/prompt and total tokens), and (3) average
financial costs based on backbone model pricing.

TABLE III: Cost and resource consumption per approach.

Metric Vanilla  Spec-Augmented SpecTrace
Agent Agent

Avg Cost (USD) $0.035 $0.05 $0.02

Avg Time (s) 18 25 15

Avg Steps 11 11 8

Avg Prompt Tokens 20.9K 27.2K 17.8K

Avg Total Tokens 22K 29.1K 19.7K

Results. Table [T summarizes resource consumption across
the evaluated approaches. SPECTRACE executes faster (15s
average) than both the Vanilla Agent (18s) and the Spec-
Augmented Agent (25s). This reduction in wall-clock time
corresponds directly to a reduction in interaction steps (8 steps
versus 11). By constraining the LLM to extract specific ground
facts rather than conducting open-ended heuristic reviews,
SPECTRACE reduces the search space and avoids unguided
exploration. The Prolog reasoning engine, which performs the
actual compliance verification over these facts, evaluates the
specifications in sub-second time, adding negligible latency.

The Spec-Augmented Agent incurs the highest computa-
tional cost. It consumes 27.2K prompt tokens on average
(a 52.8% increase over SPECTRACE) and yields the highest
execution cost ($0.05). This overhead is structural: injecting
raw specification text into the context window forces the
neural model to perform both retrieval and reasoning over
the compliance rules at runtime. Conversely, SPECTRACE
minimizes context size (17.8K prompt tokens) by offloading
the normative verification logic to the external Prolog engine.

This architectural factoring makes SPECTRACE the most
cost-effective approach. Averaging $0.02 per execution, SPEC-
TRACE is 42.9% cheaper than the Vanilla Agent ($0.035)
and 60.0% cheaper than the Spec-Augmented Agent ($0.05).
These cost reductions occur despite SPECTRACE achieving
significantly higher violation detection recall (55.6% versus
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19.8% and 29.0%, respectively, as shown in RQ1). The combi-
nation of lower cost and higher effectiveness demonstrates that
decomposing the audit task. Specifically, assigning structure
extraction to the LLM and deterministic reasoning to the
formal logic engine is strictly more efficient than monolithic
neural reasoning.

Finally, SPECTRACE generates a structured output consist-
ing of Prolog predicates, which accounts for its completion
tokens (1.9K on average). This generation represents the
necessary cost of translating neural observations into machine-
checkable facts. At $0.02 per execution and a 15-second
runtime, SPECTRACE demonstrates that formal verification
over LLM-extracted facts decreases both latency and monetary
cost compared to purely neural baselines, establishing its prac-
ticality for continuous integration environments. Importantly,
the one-time cost of formalizing the specification (vocabulary
construction and rule compilation) is $0.02 across 7 API calls.
Because this step runs once per specification version and
produces reusable Prolog artifacts, it is amortized over all
subsequent audits.

Finding 3: SPECTRACE reduces execution latency to 15s
and financial cost to $0.02 per run, outperforming both
neural baselines. Decomposing compliance auditing into
local fact extraction and symbolic verification reduces in-
put context size and avoids unguided LLM exploration,
demonstrating that hybrid neuro-symbolic reasoning is more
efficient than monolithic neural reasoning.

VIII. THREATS TO VALIDITY

We identify threats to validity organized by category.

Internal Validity. The manual classification of ground-truth
violations from bug-fixing commits is susceptible to human
annotator bias. To mitigate this threat, two authors indepen-
dently labeled a randomly selected calibration subset of 20%
of our benchmark. We measured inter-annotator agreement on
this subset, yielding an overall Cohen’s Kappa of moderate
agreement to substantial agreement. The annotators reconciled
all disagreements through discussion to establish a unified la-
beling guideline. The remaining commits were then partitioned
and annotated individually, followed by a final joint review.
Second, the non-determinism of the foundation model during
fact extraction could lead to inconsistent compliance results.
We addressed this by setting the model temperature to 0.0.

External Validity. The evaluation dataset is limited to Python
implementations of MCP servers. Specifically, all benchmark
projects are written in Python and rely on the python-sdk
or fastmcp libraries. While Python is the dominant language
for language-model integrations, developer mistakes and pro-
tocol compliance issues might manifest differently in other
language ecosystems. The size and diversity of the benchmark
dataset may restrict generalizability. To address this threat, we
gathered projects from 48 different GitHub repositories with
diverse star ratings and adoption levels.



IX. RELATED WORK

SPECTRACE sits at the intersection of protocol conformance
checking, MCP security analysis, and automated specification
formalization. We now discuss related ideas.

Protocol Conformance Checking. Conformance checking
verifies that a software implementation complies with its
governing protocol specification. Traditional approaches rely
on model checking [3] or static differential analysis [19]]
to identify non-compliance. In the context of API usage,
NeuralState [20] applies a typestate-based technique to detect
usage protocol violations in deep learning programs. Recent
techniques focus on validating network protocol parsers by
extracting specifications (e.g., from RFC documents). For in-
stance, Mingwei et al. [4] introduce an LLM-based technique
to convert an RFC document into a graph. The graph is later
used to detect incorrect parser implementations. Similarly,
ProtocolGuard [21] combines LLM-guided static slicing with
dynamic verification. Furthermore, LLM-based agents have
also been proposed to audit protocols. For example, RFCAu-
dit [22] uses an LLM agent for functional bug detection.

Unlike these techniques, which are tailored to structural
parser code or sequential typestate properties, SPECTRACE
addresses the compliance of MCP servers. Checking MCP
compliance requires validating semantic constraints (such as
whether a server validates tool inputs) that are implemented
via diverse syntactic patterns. Furthermore, static slicing tech-
niques (such as those in ProtocolGuard [21]]) are unsuitable for
MCP servers. In particular, slicing abstracts away statements
that do not influence specific execution targets, whereas an
MCP specification violation can be triggered by any unvali-
dated input or missing capability declaration within a handler,
meaning slicing would increase false negatives.

MCP Security Analysis. As the Model Context Protocol is
increasingly adopted to connect LLMs to external systems, se-
curity auditing of MCP implementations has become critical.
Initial studies analyze the security threats and maintainability
of the MCP ecosystem, mapping potential attack vectors and
vulnerabilities [23l], [24]. To secure interactions at runtime,
MCIP [25] introduces a contextual integrity protocol that mon-
itors information flow and applies runtime safety guardrails.
In contrast, DeltaMCP [26] focuses on the maintenance of
MCP servers, using specification-aware code transformations
to incrementally regenerate servers on the APIs change.

While existing work analyzes the security landscape, en-
forces runtime safety policies, or regenerates code, SPEC-
TRACE is the first to propose an approach that verifies the con-
formance of third-party MCP server implementations against
the normative rules of the official MCP specification.

Automated Specification Formalization. Formal verifi-
cation requires machine-readable specifications, prompting
research into automating the translation of natural-language
requirements into formal models. Early work translates code
comments into procedure specifications [27]. With the advent
of LLMs, approaches have been proposed to synthesize Signal
Temporal Logic (STL) from requirements [28]], generate post-
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conditions from intent [29], or translate requirements to Linear
Temporal Logic (LTL) using semantic decomposition [30],
[31]. Expecto [1I] extracts executable oracles from natural-
language descriptions, while HoarePrompt [32]] uses structural
prompting for program correctness. LTL specifications have
also been utilized to guide greybox fuzzing [33].

While prior works synthesize program assertions, temporal
logic formulas, or postconditions for individual functions,
SPECTRACE translates the natural-language normative rules of
an entire protocol specification into a logic program of Prolog
clauses over a shared controlled vocabulary. A deterministic
reasoner then utilizes the executable logic representation and
a program fact base to query for violations.

X. CONCLUSION

The Model Context Protocol (MCP) enables Al agents to
interact with external environments through a decentralized
ecosystem of third-party tool servers. Because these servers
execute with host-level privileges, verifying their compli-
ance with protocol specifications is critical to preventing
security vulnerabilities and operational faults. We present
SPECTRACE, a conformance-auditing framework that makes
natural-language specifications executable. The core contribu-
tion of SPECTRACE is the separation of semantic program
observation from symbolic compliance verification. By em-
ploying a large language model as a local semantic interpreter
constrained by a Fact Contract, SPECTRACE projects source
code into a uniform abstract fact base. A deterministic Prolog
engine then evaluates formalized specifications over these
facts, yielding reproducible compliance verdicts and machine-
checkable proof certificates.

Our evaluation on a benchmark of 162 real-world violations
across 48 repositories demonstrates that this neuro-symbolic
separation outperforms purely neural auditing. SPECTRACE
detects 55.6% of violations, nearly doubling the performance
of an end-to-end specification-augmented LLM auditor. More
importantly, the results show that the primary driver of auditing
effectiveness is not specification knowledge, but specification
formalization. In particular, grounding reasoning in symbolic
logic avoids the context-window saturation and heuristic fail-
ures common in LLMs.

XI. DATA AVAILABILITY
Our replication package (data, benchmark, and source code)
is available on Zenodo [13].
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